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Problem statement

Cloud provider, large fleet of servers
running many VMs with gemu & kvm
continuous monitoring for SLOs and SLAs

per VM metrics for CPU, memory, |0, network, ...

Prometheus & Grafana
local storage metrics wanted

Only per-disk latency data available, no per-VM
data, no latency by blocksize

..but we want to track every |0 request...
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Enter eBPF

- Complex LVM/dm/RAID disk setup,
which layer to trace?

- Kprobes or tracepoints or raw tracepoints?

- Userspace tooling & golang which library to
use”?

- Performance overhead? In-kernel
aggregation or 1:1 monitoring?

- eBPF vs. proc stats?
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eBPF hooks
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SEC ("raw tracepoint/block bio queue")
BNt BPE PROG (trace DE@ESEart, struct reques@@iietie *g, struct bio *{SscH

{

if (!disk traced(bio))
i blicn (09
bpf map update elem(&bio start, &bio, &ts, 0);

SEC ("raw tracepoint/block bio complete")
aint BPF PROG (trace bie@lidene, struct request [@Uetue *g, struct bio *biel

{

tsp = bpf map lookup elem(&bio start, &bio);
if ('tsp) {
return 0; // missed issue

u6d - sectomE=lEPF CORE READ (b, losSSEes . bi sector)’;
// ignore if sector is 0
1t (IsecrommEs

goto cleanup;



eBPF monitoring
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Monitor

- list of all active VMs

- query data

- histograms

- prometheus localhost:9105
- cleanup

query PIDs

householding

VM (gemu process)

10

BT

"key": {

"pid": 4294967295,
"flag": 0

T

"value": {

"read_nr": 1147764,
"write_nr": 0,
"read_bytes": 15606644736,
"write_bytes": 0,
"read_time": 385285066,
"write_time": 0,
"punch_hole_bytes": 0
}

VM (gemu process)

VM (gemu process)




Results

- bio layer tracing

- raw tracepoints

- cilium ebpf library works great (mostly)

- Low performance overhead (bpf stats)

- Custom filtering possible, easy to extend
- Histograms, P50/90/99, etc.

- Faster than proc stats parsing
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Issues & future work

- Get kernel versioning support
- kernel version
- Kconfig symbols
- struct flavours
- Tracepoint signature changes
- BPF map versioning (extend only)
- Map utilization observance
- Package with BPF programs
- Dynamic map sizing
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== 193828152 wm 204784015 == 207119589 == 208070643
= 223243507 == 223482290 == 228013816
== 255171119 == 255878735 == 256010184
== 268792162 == 273237093 == 274869343
== 289189768 == 289199386 == 289772351

222143537
- 248710217
= 268587394
= 289080029

= 193828152

222143537
- 248710217
= 268587394
= 289080029

= 204784015
== 223243507
= 255171119
268792162
- 289189768

11:00 11:30

207119589 == 208070643
223482290 == 228013816
255878735 - 256010184
273237093 == 274869343
289199386 == 289772351

== 208200419
= 229532760
== 256995364
== 279031435
= 289872365

12:00
== 208200419
= 229532760
== 256995364
== 279031435
= 289872365

Droplets Read latency (reaperfish)

== 209814931
= 237858155
= 257237424

282002447
= 290264846

== 209833065
= 238745562
= 260897975

282860058
= 291425893

214619580
238874482
261544586
283594254
292753043

Droplets Write latency (reaperfish)

== 209814931
= 237858155
== 257237424

282002447
= 290264846

13:00

== 209833065
= 238745562
= 260897975

282860058
- 201425893

13:30

214619580
238874482
261544586
283594254
292753043

14:00

215582470
239745068
261743494
284697007
292790585

14:00

215582470
239745068
261743494
284697007
292790585

14:30

216640186
241596947
262429352
284918914
293019057

216640186
241596947
262429352
284918914
293019057

219402327
242279970
263974023
286619156
295955328

15:00
219402327
242279970
263974023
286619156
295955328

220586084

16:00
221847425

244116991 == 247596904
264767584 == 268479690
288051135 == 288294321
298076425 == 298454898

15:30
220586084

16:00
221847425

244116991 == 247596904
264767584 == 268479690
288051135 == 288294321
298076425 == 298454898




